Time Table - JTO- Two week- Network Security Module 29.04.2024 to 10.05.2024

i 10:30- 11:45- 13:00- 15:00- 16:15-
Time 09:30-10:30 10:45-11:45 12:00-13:00 14:00-15:00 15:15-16:15 16:30-17:30
Date 10:45 12:00 14:00 15:15 16:30
WEEK-1
Network Security 3 - 5 . ) Introduction to Networking and
Network Security Threats MBSS Guidelines Security Best Practices Cyber Security Ecosystem )
Fundamentals Security Threats
29.04.24
Sh. Vishal Dheer Sh. Vishal Dheer Sh. Vishal Dheer Sh. Vishal Dheer iGoT iGoT
DIR-TS&PR DIR-TS&PR DIR-TS&PR DIR-TS&PR
’ ) ) ) . Security Policies & Access Laws/Acts/policies/Guidelines Role of Physical and Host Network Firewall Defense
Discussion on iGoT learnings Firewalls and IDPS . )
Controls related to Security Security Systems
30.04.24
t x t t ~
Sh. Vishal Dheer S Sh. Vishal Dheer - Sh. Vishal Dheer z Sh. Navneet Chouhan o iGoT - iGoT
DIR-TS&PR @ DIR-TS&PR [+ DIR-TS&PR 3 DDG-TS&PR @ 3
Network Security lab - g Network Security lab - @ | NetworkSecuritylab- | = 3 @
01.05.24 TN‘,A:_” de‘;;f"dy a p TN‘,A:_” de‘;;f"dy a ;I‘_A:r de\:\;{"dy @ - Network Security lab - 2 Network Security lab - Network Security lab -
.05. iFi and Windows iFi and Windows iFi and Windows
) ) . WiFi and Windows hardening WiFi and Windows hardening WiFi and Windows hardening
hardening hardening hardening
02.05.24 Network Security lab - Network Security lab - Network Security lab - Network Security lab - Network Security lab - Network Security lab -
e Packet Tracer Exercises Packet Tracer Exercises Packet Tracer Exercises Packet Tracer Exercises Packet Tracer Exercises Packet Tracer Exercises
Telecom Security Incident Telecom Security Incident Telecom Security Incident
03.05.24 Overview Lab Lab Network Security lab - Network Security lab - Network Security lab -
Threats and Mitigations Threats and Mitigations Threats and Mitigations
ADG SPPI DoT HQ ADG SPPI DoT HQ ADG SPPI DoT HQ
WEEK-2
. Risk management and " o . . . .
Incident Response . Traffic monitoring Network Forensics Virtualization Concepts Basics of cryptography
06.05.24 Vulnerability Assessment
Sh. Vishal Dheer Sh. Vishal Dheer Sh. Vishal Dheer Sh. Vishal Dheer iGoT iGoT
DIR-TS&PR DIR-TS&PR DIR-TS&PR DIR-TS&PR
07.05.24 Visit to NIC Shastri Park Visit to NIC Shastri Park Visit to NIC Shastri Park Visit to NIC Shastri Park Visit to NIC Shastri Park Visit to NIC Shastri Park
4
©
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08.05.24 Network Security lab - ;': Network Security lab - g Network Security lab - % Network Security lab - % Network Security lab - % Network Security lab -
e Network Forensics 2 Network Forensics Network Forensics = Network Forensics = Network Forensics = Network Forensics
Network Security lab - Network Security lab - Network Security lab - Network Security lab - Network Security lab - Network Security lab -
09.05.24 Log Analysis & Incident Log Analysis & Incident Log Analysis & Incident Log Analysis & Incident Log Analysis & Incident Log Analysis & Incident
Response Response Response Response Response Response
Presentations Presentations Presentations
10.05.24 Exam Evaluation Feedback
G1G2 G3 G4 G5 G6
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Course Cordinator
Network Security lab

Sh. Vishal Dheer DIR-TS&PR&PR
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